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from fraudulent activities like account takeovers, identity theft, and credit
card fraud, which can result in substantial financial losses and compromised
personal information. In the steadily advancing scene of computerized
Article History exchanges and online co-operations, the predominance of fake activities has
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Published: 13/03/2026 presents a clever way to deal with planning an effective Fraud Detection
System (FDS) for constant applications, utilizing progressed Machine
Learning calculations. To improve the accuracy and effectiveness of fraud
detection, the proposed system combines a number of machine learning
(ML) methods, such as supervised learning algorithms like Random Forests,
Gradient Boosting Machines, and Support Vector Machines, and
unsupervised learning methods like Auto encoders and Clustering
algorithms. In order to deal with the diverse and imbalanced nature of
transaction data, the system makes use of feature engineering and data
preprocessing strategies. Continuous handling abilities are accomplished
using streaming information systems and adaptable ML models,
guaranteeing convenient ID and alleviation of deceitful exercises. Metrics
like precision, recall, and F1-score are used for performance evaluation. The
results show that compared to traditional methods, there are significant
improvements in detection rates and fewer false positives. The proposed
FDS framework not just works on the unwavering quality of
misrepresentation recognition continuously situations yet in addition offers
bits of knowledge into the versatile idea of misrepresentation designs,
preparing for stronger and proactive safety efforts in monetary and web
based business spaces. Future research could investigate the incorporation of
cutting edge profound learning models and further advancement of the
framework design to deal with considerably bigger datasets and more mind
boggling extortion designs.
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1. Introduction time fraud detection systems are used in a wide range of
Real-time fraud detection is the most common way of industries, such as banking, e-commerce, insurance, and
distinguishing false movement as it works out, telecommunications. Here are some of the AWS services
progressively. This is done by analyzing and monitoring that can be used for real-time fraud detection: AWS
data in real-time and applying machine learning Lambda, Aws Kinesis, MSK, Aws DynamoDB and
algorithms to detect patterns that indicate fraud. Real- Many More. Real-time applications, such as fraud
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detection, decision latency are a critical performance
metric, as delays in decision-making can have serious
consequences. For example, if a fraud detection system
takes too long to process a transaction, it may not be able
to detect and prevent fraudulent activity in real-time,
which can lead to financial losses or reputational damage

(1] 2].

One of the key benefits of real-time fraud detection is the
ability to prevent fraudulent transactions from occurring,
by detecting and stopping them in real-time. This can
help to minimize losses, protect customers from financial
harm, and improve the overall security of the system. In
addition, real-time fraud. AWS (Amazon Web Services)
offers a wide range of tools and services that can be used
to build a real-time fraud detection system in the
cloud. In today's digital era, the threat of fraud has
become an significant concern for
individuals, businesses, and organizations. Fraudulent

increasingly

activities can lead to substantial financial losses,
compromised security, and damaged reputations. To
combat these risks, the development of robust fraud
detection systems has become paramount [3]. This
project aims to provide an introduction to the design of a
Fraud Detection System (FDS). By leveraging advanced
technologies such as machine learning, data analysis,
and pattern recognition, an effective FDS can identify
and mitigate fraudulent activities, ensuring the integrity
and security of systems and processes.The primary
objective of this project is to outline the key components,
considerations, and methodologies involved in designing
a fraud detection system. From data collection and
preprocessing to modeling and deployment, each step in
the process is crucial in creating an efficient and reliable
fraud detection solution.

AWS CloudFormation is a service that helps you model
and set up your AWS resources so that you can spend
less time managing those resources and more time
focusing on your applications that run in AWS. You
create a template that describes all the AWS resources
that you want (like Amazon EC2 instances or Amazon
RDS DB instances), and CloudFormation takes care of
provisioning and configuring those resources for you.
You don't need to individually create and configure
AWS resources and figure out what's dependent on what;
CloudFormation handles that. The following scenarios
demonstrate how CloudFormation can help.
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For a scalable web application that also includes a
backend database, you might use an Auto Scaling group,
an Elastic Load Balancing load balancer, and an Amazon
Relational Database Service database instance. You
might use each individual service to provision these
resources and after you create the resources, you would
have to configure them to work together. All these tasks
can add complexity and time before you even get your
application up and running.

Instead, you can create a CloudFormation template or
modify an existing one. A femplate describes all your
resources and their properties. When you use that
template to create a CloudFormation  stack,
CloudFormation provisions the Auto Scaling group, load
balancer, and database for you. After the stack has been
successfully created, your AWS resources are up and
running. You can delete the stack just as easily, which
deletes all the resources in the stack. By using
CloudFormation, you easily manage a collection of
resources as a single unit.

If your application requires additional availability, you
might replicate it in multiple regions so that if one region
becomes unavailable, your users can still use your
application in other regions. The challenge in replicating
your application is that it also requires you to replicate
your resources. Not only do you need to record all the
resources that your application requires, but you must
also provision and configure those resources in each
region.

Reuse your CloudFormation template to create your
resources in a consistent and repeatable manner. To
reuse your template, describe your resources once and
then provision the same resources over and over in
multiple regions.

Open the AWS CloudFormation console , and click on
Create Stack in the left-hand corner.

Select Template is ready, and choose Upload a template
file as the source template. Then, click on the Choose
file and upload the solnday cfn.json . Click Next.
Populate the form as with the values specified below,
and then click Next.
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https://static.us-east-1.prod.workshops.aws/public/56f482ee-557c-4482-87a6-babb7a00f83b/static/code/solnday_cfn.json
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Figure 1: Architecture of Fraud detection System

2. Literature Review

For identifying novel fraud patterns that may not be
present in historical data, learning
techniques are essential. Techniques, for example,
Seclusion Timberland, Auto encoders, and Bunching
Calculations (e.g., K-Means) are utilized to recognize
oddities and anomalies. As indicated by Ahmed et al.

unsupervised

(2016), these procedures are successful in distinguishing
beforehand obscure misrepresentation designs and
adjusting to new extortion plans. The use of profound

learning  models, including  Profound  Brain
Organizations (DNNs), Convolutional Brain
Organizations (CNNs), and Repetitive Brain

Organizations (RNNs), has shown promising outcomes
in catching complex examples in exchange information.
Research by Yin et al. (2020) outlines how profound
learning models can upgrade extortion discovery by
gaining various levelled elements and fleeting examples
from exchange groupings. From early rule-based
systems to advanced machine learning methods, the field
of fraud detection has developed significantly. Although
they were useful, traditional systems relied on predefined
rules and manual reviews, which frequently failed to
adapt to the dynamic and complex nature of
contemporary fraud.

Early writing, for example, by Chandola et al. ( 2009),
features the impediments of these standard based
frameworks, including their powerlessness to deal with
the intricacy and volume of information progressively
situations really. Ongoing examinations have kept on
featuring the adequacy of managed learning strategies in
misrepresentation identification. Extreme Gradient
Boosting (XGBoost) and Gradient Boosting Machines
(GBM) continue to be popular due to their high accuracy
and capacity to deal with complex, high-dimensional
data. For instance, Kang et al. (2022) demonstrated that

when it comes to credit card fraud detection, XGBoost
significantly outperforms conventional models in terms
of precision and recall. Additionally, Irregular
Backwoods have been thought about for their strength in
contrast to over fitting and their capacity to deal with
huge datasets really Gurung et al. (2022).

3 Analysis

Existing System

Existing system is a manual one in which users are
maintaining the user logs and credentials to store the
information like Username, Password, Payment Details,
and feedback about the user who attempted to login as
per the rules and regulation. It is very difficult to
maintain historical data [4] [5] [6].

Proposed System

This application is used to detect unauthorized user
details. The students can login at an individual system
and to stream or access the data in the given duration.
First of all we need to create the sample transaction
generator, after that we need to do the data streaming
through amazon Kafka topics. Whenever the data is
streamed through the kafka topics, the next is to process
that data to identify the fraud. Now the processed
through the Kafka topics will be stored in separate
streams and the flagged data will be stored for further
processing [7] .

4 Objectives

The objective of the Fraud Detection System is to
provide better information for the users of this system
for better results
credentials, schedule logs and unauthorized details [8]

[9].

for their maintenance of user

5. Research Methodology
The techniques used in implementation of Fraud
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Detection System are to first of all create the EC2
instance. Using IP from the previous section, login to the
EC2 instance from the desktop. On the EC2 instance,
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start the docker container. NOTE: You will need the
bootstrap server you copied in the earlier "Managed
Streaming for Kafka" section.

Mac and Linux specific directions

1. Using IP from previous section, login to the EC2 instance from

480 ~/Downloads/ee-defaul-keypair. pes
Lt-keypair.pem o2

#Bownloads/ee-detaul- ke

m eo2-userfeip

ada

desktop

ress

from above

2. On the EC2 instance, start the docker container. NOTE: You will need the boatstrap server you copied in the earlier “Managed Streaming
for Kafka® section.

Open a browser window using http://1.2.3.4:9000
NOTE: Substitute 1.2.3.4 with the public IP address
obtained from the EC2 Instance.

Check the demo sample transaction topic transactions.
NOTE: If the connection times out, it is a security group
issue or a VPN is blocking port 9000.

5. Testing
The testing of a Fraud Detection System project is an
important step in ensuring its effectiveness and

reliability. Here's a general outline of how you can
approach testing for a Fraud Detection System. Make
sure you have a thorough test technique that includes the
goals, scope, methodology, test cases, and success
criteria. This strategy will act as an outline for the

Figure 3: Mac & Linux Specification

Privacy pelicy  Tersm of use

duration of the testing procedure. Generate test data sets
representing a range of transaction forms, from reputable
to dishonest.

To verify the accuracy and efficiency of the framework,
the data should include a variety of situations and edge
cases. Make that the system is operating exactly as
intended by doing functional testing. Test a range of
features, including rule engines, machine learning
models, alert creation, data intake, and data preparation.
Simulate a large number of transactions to assess the
Fraud Detection System's performance while keeping an
eye on its resource use, scalability, and reaction time and
various parameter are discuss in table 1[10] [11] [12]
[13].

Table 1: Fraud Detection System (FDS)

SNo. Test Plan Test Data Functional Performance Testing Accuracy
Testing Testing
1. Create a | Prepare test data | Conduct Assess the exhibition of | Assess the
comprehensive test | sets that represent | functional testing | the Extortion Location | accuracy of
plan with objectives, | various types of | to ensure that the | Framework by | the system by
scope, approach, test | transactions, system performs | mimicking a  high | comparing.
scenarios, and | including its intended | volume of exchanges
success criteria at the | legitimate and | functions and  observing its
outset. Throughout | fraudulent ones. | correctly. Test | reaction time,
the testing process, | The data should | various features | versatility, and asset
this plan will serve | cover  different | such as  data | usage. This guarantees
as a guide. scenarios and | ingestion, data | that the framework can
edge cases to | preprocessing, rule | deal with the normal
validate the | engine, machine | responsibility = without
system's accuracy | learning models, | undermining its
and effectiveness. | decision-making usefulness.
processes, and
alert generation.
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http://1.2.3.4:9000/
http://1.2.3.4:9000/

Topic: demo_transactions

Kafdrop

Topic: flagged_customers

Figure 4 shows the Testing Console The Testing Console
shown in Figure 4 is a crucial component of the Fraud
Detection System's development and maintenance
process. This console provides developers and testers
with a powerful interface to interact with the system, run
tests, and analyze results in real-time. The console likely
offers a command-line interface (CLI) where users can
input specific commands to initiate various testing
scenarios. Stress tests: Pushing the system to its limits to
identify breaking points [14]. The console output visible
in the figure provides immediate feedback on test results,
error messages, and system performance metrics.
Developers can create scripts that run a series of
predefined tests, simulating various fraud scenarios and
legitimate transactions. Developers are likely to have
access to debugging tools through the testing console,
which enables them to set breakpoints, step through code
execution, and inspect variables at runtime.. In summary,
the Testing Console represented in Figure 4 is a vital tool
in the development and maintenance of the Fraud
Detection System. It provides a centralized interface for
running tests, analyzing results, debugging issues, and
optimizing system performance. By enabling efficient
and thorough testing procedures, this console plays a
crucial role in ensuring the reliability and effectiveness
of the fraud detection capabilities [15].

The Demo Transactions display shown in Figure 5 is an

International Journal of Multidisciplinary Science and Innovation (IJMSI)

Website: https://ijmsi.in/
ISSN: 3107-5754

Vol. 2, Issue 1, Jan-Jun, 2026
Page No.: 71-79

Figure 6: Kafdrop Dashboard

essential component of the Fraud Detection System's
testing and validation process. This interface provides a
visual representation of sample transactions that are used
to evaluate the system's ability to identify fraudulent
activities accurately. The demo transactions listed in the
figure are carefully crafted to represent a wide range of
scenarios that the fraud detection system might
encounter in real-world operations. Fraudulent
transactions: Simulated attempts at various types of
fraud 3. The diversity of these demo transactions is
crucial for thoroughly testing the fraud detection
algorithms. By including a mix of transaction types,
amounts, and patterns, developers can ensure that the
system can handle the complexity and variety of real-
world financial activities. As the fraud detection
algorithms process these transactions, the system should
flag suspicious activities. Testers can then compare the
system's results with the known status of each demo
transaction (fraudulent or legitimate) to assess the
accuracy of the detection mechanisms. Moreover, the
demo transactions can be used to simulate various
scenarios and test the system's real-time processing
capabilities. In conclusion, the Demo Transactions
display illustrated in Figure 5 is a critical tool in the
development and testing of the Fraud Detection System.
It provides a comprehensive set of sample data for
validating the system's accuracy, fine-tuning algorithms,
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and assessing performance under various conditions.
This approach ensures that the fraud detection
capabilities are thoroughly tested and optimized before
deployment in real-world financial environments [16-
17].

Figure 6 demonstrates the Kafdrop Dashboard. The
Kafdrop Dashboard shown in Figure 6 is a crucial
monitoring and management tool for the Fraud Detection
System's data streaming infrastructure. Kafdrop, a web
Ul for viewing Kafka topics and browsing consumer
groups, plays a vital role in the real-time processing of
transaction data for fraud detection. It provides detailed
partition information, enabling parallel processing of
topics. The dashboard serves several critical functions,
including performance optimization by offering insights
into message counts, consumer lag, and partition
distribution. This helps identify performance issues and
optimize system throughput [16]. Administrators can
quickly spot topics not receiving messages or consumer
groups falling behind in processing. The dashboard's
metrics on message volumes and processing rates aid in
capacity planning, ensuring the infrastructure can handle
increasing transaction volumes over time. Kafdrop
allows for viewing and sometimes modifying Kafka
configurations, essential for maintaining optimal data
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streaming infrastructure setup. It also assists in security
monitoring by showing which consumer groups access
which topics, helping ensure data access patterns align
with security policies. The use of Kafka and tools like
Kafdrop in the Fraud Detection System underscores the
importance of efficient, scalable, and reliable data
streaming in real-time fraud detection. In conclusion, the
Kafdrop Dashboard is an essential operational tool,
providing critical insights that enable efficient
monitoring, troubleshooting, and optimization of the
system's real-time processing capabilities [ 18] [19].
Flagged Customer

A customer can be flagged for a variety of reasons
determined by the business. This customer may have
recently changed their telephone, changed their name, or
changed their address. On its own, there is nothing
wrong with any of these actions. However, these account
activities in combination with large transactions need to
be reviewed as a fraud risk. To represent this change, a

flagged customer topic will be created and we will write
a record to this flagged customer topic. The exact logic
that would cause the write to this flagged customer topic
is beyond the scope of this session but can be easily
written depending on the desired business outcomes
[20][21].

Figure 7: Topic Messages (flagged customers)
In this section (Figure 7), we will generate flagged customers and transactions against the flagged customers. Using the
Kinesis Data Analytics application, these topics will be joined to create a flagged transactions topic.

'FlagAccountGenerator' lambda function.
|/
Kafdrop

Topic: processed_topic

Figure 8: Processed topic
Note the Last Offset is greater than zero showing there are messages in this topic.
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Figure 9: Processed topic messages

This verifies the messages are flowing into the processed
topic shown in figure 9. These messages are the result of
the kinesis data analytics application finding messages in
the demo transactions topic for customers flagged in
flagged customers. These messages are now in the
processed topic.

Conclusion

The conclusion of a designing an effective Fraud
Detection System (FDS) in real-time applications using
machine learning (ML) algorithms hinges on multiple
critical factors that collectively determine its efficacy
and reliability. Effectiveness is paramount, gauging the
system's capability to identify and thwart fraudulent
activities accurately. This assessment encompasses
evaluating its precision in minimizing false positives and
negatives, which is crucial for maintaining trust and
operational efficiency. Efficiency underscores the
system's ability to swiftly process vast data volumes in
real-time, ensuring timely intervention. This real-time
capability is essential for immediate fraud detection and
prevention, leveraging ML algorithms to analyze and
respond to data instantaneously. Adaptability is pivotal,
signifying the system's agility in evolving alongside
emerging fraud techniques. The use of ML algorithms
facilitates continuous learning and adaptation, ensuring
the FDS remains relevant and effective as new fraud
patterns emerge. Integration evaluates how seamlessly
the system aligns with existing organizational
frameworks, enhancing operational synergy and
effectiveness. An effective FDS should integrate with
current systems and processes without causing
disruptions, enabling a smooth transition and consistent
operation. Cost-effectiveness weighs the financial
investment against long-term benefits, encompassing
implementation, maintenance, and operational costs. The
utilization of ML algorithms can potentially reduce long-
term costs by improving detection rates and reducing
manual intervention. Continuous improvement is
indispensable,  necessitating  regular  monitoring,
performance analysis, and updates to uphold a robust
and evolving fraud detection capability. The integration
of ML ensures the system continuously improves by

learning from new data, making it resilient against
evolving fraud trends and technologies.

The examination on planning a compelling continuous
misrepresentation recognition framework with Al
procedures has exhibited promising outcomes, yet a few
roads stay for additional investigation and upgrade. As
constant handling is significant for extortion discovery,
future examination could zero in on diminishing the
dormancy of the framework. This could include
improving information pipelines, utilizing more effective
calculations, or utilizing edge registering to deal with
exchanges nearer to the information source.
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